DEEPFAKES: A NEW
FRONTIER IN HUMAN
HIGHTS VIOLATIONS?

DEEPFAKE
TECHNOLOGY
PRESENTS A GROWING
THREAT TO HUMAN
RIGHTS. SWIPE TO

BRIEFINGAPH: LEARN MORE.

DEEPFAKE IMAGE-BASED SEXUAL
ABUSE, TECH-FACILITATED SEXUAL
EXPLOITATION AND THE LAW
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UNDERSTANDING THE
THREAT: WHAT ARE
DEEPFAKES?

Deepfakes use artificial g
intelligence to create realistic RN gl
but fabricated videos and FEE
audio recordings. They can I &
make anyone appear to say or HL
doanythmg

CHARACTER
ASSASSINATION:
DEEPFAKES AND

REPUTATION

Source Image Target Face Face Swapped

Treat others online with respect and avoid harmful behavior

UNDERMINING DEMOCRACY: DEEPFAKES AND
DISINFORMATION

Deepfakes can be used to
manipulate public opinion, spread
false information about political

candidates, and interfere with
elections, undermining democratic
processes.

NAVIGATING THE LEGAL LANDSCAPE: THE
CHALLENGE OF REGULATION
The rapid evolution of deepfake technology poses significant

legal and ethical challenges. Laws and requlations are
struggling to keep pace.



FIGHTING BACK: HOW TO SPOT AND
RESPOND TO DEEPFAKES

BE CRITICAL OF ONLINE MEDIA. LOOK FOR
INCONSISTENCIES AND REPORT SUSPECTED
DEEPFAKES. MEDIA LITERACY IS CRUCIAL IN THE FIGHT
AGAINST DISINFORMATION.

Assess the message

Source, context, aim

Analyse audio-visual elements

Facial features, expression & eye
movement, skin texture & tone,
background, and audio-video consistenc

Authenticate content using tools
Detection and content provenance tools

DEEPFAKES POSE A SIGNIFICANT AND EVOLVING THREAT TO A RANGE OF
HUMAN RIGHTS. THEIR ABILITY TO FABRICATE REALISTIC YET FALSE
AUDIO AND VIDEO CONTENT CREATES OPPORTUNITIES FOR MISUSE WITH
POTENTIALLY DEVASTATING CONSEQUENCES. HERE'S A BREAKDOWN OF
THE IMPACT OF DEEPFAKES ONHUMAN RIGHTS:

DEEP FAKES AND THE NEW REALITY
OF DISINFORMATION

DEEPFAKES HAVE SIGNIFICANTLY ALTERED THE LANDSCAPE OF
DISINFORMATION, USHERING IN A NEW ERA WHERE DISTINGUISHING TRUTH
FROM FALSEHOOD IS INCREASINGLY CHALLENGING. THEY REPRESENT A
QUALITATIVE LEAP IN THE SOPHISTICATION AND POTENTIAL IMPACT OF
DISINFORMATION CAMPAIGNS.

THE NEW REALITY OF DISINFORMATION REQUIRES A
HEIGHTENED LEVEL OF VIGILANCE, CRITICALTHINKING,
AND A COLLECTIVE EFFORT TO PROTECT THE
INTEGRITY OF INFORMATION.



